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The Challenges of Business Mobiles

Most organisations have now accepted the 
necessity of business mobiles, with the rise of 
hybrid working creating an undisputable 
requirement for flexible communication and 
collaboration.

However, business mobiles also introduce a 
variety of challenges that organisations 
should carefully consider and work to 
overcome in order to gain the most value 
from this technology.



In 2020, researchers found that 97% 
of organisations faced mobile threats.

�These originated from multiple 
vectors including applications, 
networks, devices and OS 
vulnerabilities.

1 Security threats

Some prevalent mobile threat trends right now:

Application Threats�
46% of organisations have had at least one 
employee download a malicious mobile application 
that threatened networks and data.

Device Vulnerabilities
�At least 40% of the world's mobile devices are 
inherently vulnerable to cyber attacks.

Phishing & Malware Attacks�
Almost all organisations studied in 2020 
experienced at least one mobile malware attack, 
and 93% of these attacks originated in a device 
network. Of these device network attacks, 52% 
were phishing campaigns. 
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5 Common Business
Mobile Challenges



Hidden costs amount to 45% 
of total programme expenses 
for most organisations.

2 Hidden costs

As most IT professionals will know, there's a lot 
more to business mobility than simply purchasing 
devices and negotiating a voice and data plan. 
From device setup and configuration to application 
management and ongoing customer support, 
managing mobiles demands significant resources.

In 2021 a study quantified the total investment 
made by businesses in terms of in-house human 
resources, outsourced support costs and enterprise 
mobility management software, finding that hidden 
costs amounted to 45% of total programme 
expenses.

�Interestingly, these costs remained almost the 
same for businesses adopting BYOD policies, 
showing that just because the organisation doesn't 
purchase the devices doesn't mean that it won't 
need to manage and �secure them.

5 Common Business
Mobile Challenges
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3 Environmental impact

With over 7.19 billion gadgets produced and 
distributed worldwide, it is thought-provoking to 
consider that the number of mobile devices has 
surpassed the number of people on our planet.

The average mobile phone only has a lifespan of 48 
months, forcing businesses to purchase new 
devices at regular intervals whilst old and broken 
handsets are abandoned to collect dust. However, 
this isn't the only option. Instead, businesses can 
opt for the more cost-effective and 
environmentally-friendly option of recycling.

80% of mobile handsets can be 
recycled, including components 
made from plastic, metal and 
other valuable materials. 

5 Common Business
Mobile Challenges
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4 Productivity monitoring

42% of managers listed monitoring 
remote employee productivity as a 
top challenge, outpacing concerns 
around communication and 
interpersonal connection.
 

Despite this concern, remote workers themselves 
still report feeling high levels of productivity when 
working from home or on the move. The challenge 
lies in helping remote workers translate that 
productivity back to their managers.

Mobile Device Management technology can play a 
key role in continuing to increase the ease of 
communication and tracking productivity between 
remote teams and their managers, so leaders can 
focus their attention on more urgent tasks.

5 Common Business
Mobile Challenges
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5 Roaming charges

Although roaming charges have been a concern for 
businesses and end-users alike for some time now, 
this issue has been amplified significantly following 
the UK’s exit from the EU. 

For a while in the wake of legislation passed in 
2017, all major UK networks allowed you to use 
your UK allowances in the EU for no extra charge. 

However, most of these leading networks have now 
re-introduced roaming charges in response to 
Brexit. In terms of business challenges, this 
introduces the risk of user error significantly as 
many employees who regularly travel to EU 
countries may not be aware of this change and 
could rack up some serious charges.

Even looking beyond EU countries, user error is still 
an ever-present threat. From these unfortunate 
end-user stories reported by the Telegraph, it’s 
clear to see just how easy these mistakes are to 
make.

Failing to activate the free roaming 
pass of fered by one user's network, 
meant that he used all his business 
account's data roaming cap of £120.

Another unfortunate traveller needed 
to send a quick message in order to 
locate their driver. Their network 
provider had already alerted them 
that data would cost them a steep 
£7.20 per megabyte (MB), but what 
they didn’t realise was that their 
phone would automatically run app 
updates as soon as mobile roaming 
was turned on. 

This small mistake 
resulted in a brief 
message exchange 
costing a shocking £160.

5 Common Business
Mobile Challenges
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The 8 Steps To Building Your Mobile Service

In order to plan and implement an ef fective 
mobile service that is purpose-built for your 
specific business requirements, there are a 
series of important steps you should follow.

Some steps may cover project areas that 
your business has already looked into, like 
network coverage and pricing, however 
following all 8 steps will encourage you to 
also consider more obscure areas like 
in-building coverage.
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Coverage matters but so does 
responsiveness.

According to a 2021 study, the 
Telecommunications industry 
makes up for 13% of customer 
service hold-time across all UK 
industries. Network coverage 

When it comes to choosing a business mobile provider, network coverage is 
one of the most essential aspects to evaluate. In fact, almost 30 million UK 
mobile users still suf fer from in-building signal problems, disrupting the 
communications of of fice and home workers alike. 

Arrow is one of very few UK mobile providers who can of fer coverage on all 
three of the nation's leading mobile networks: O2, Vodafone and EE. This gives 
businesses more freedom of choice, allowing them to find the best network 
coverage for their area whilst still benefiting from Arrow's dedicated support.

Responsiveness & accessibility 

Another key consideration for businesses is how much time it will take them to 
get in touch with network providers when needed. When an issue needs to be 
urgently addressed, there's nothing quite as frustrating as being stuck on hold, 
and this is unfortunately a frequent scenario for many mobile customers.

The 8 Steps To Building 
Your Mobile Service

1 Finding your network fit
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2 Plans and pricing

Ultimately, pricing is often the most significant 
consideration when it comes to choosing a 
business mobile provider, as decision makers are 
typically given specific budgets to work within. With 
so many different providers, mobile plans and 
bolt-ons to take into account, this deciding factor 
can be much more difficult to navigate than 
expected.

Shopping around can bring businesses 
considerable savings, but the time commitment 
required to compare all of these complex elements 
can be overwhelming.
 
Arrow has access to the UK’s most reputable 
networks and works consultatively with customers 
to find the best mobile plan for their business 
needs. Pricing is understandably a large part of this, 
so we run a price comparison on customers’ behalf 
to save them the time and resources of handling 
this process themselves. Additionally, we’ll use our 
expertise to recommend the best plans within a 
customer's budget to address any specific 
requirements.

The 8 Steps To Building 
Your Mobile Service
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Roaming with Arrow

One of the key dif ferentiating factors between
dif ferent mobile plan of ferings is the amount of 
data included.

Businesses must ask themselves how much 
domestic data and international roaming data they 
will need which often means taking into 
consideration the number of mobile users, how 
often employees find themselves working without 
Wi-Fi access, how frequently employees are 
expected to travel internationally for business, and 
more.

Competitive data tarif fs built around specific 
requirements on trusted business networks.
�
All Arrow tarif fs are 5G enabled.�

Spend caps for employees and free usage 
alerts to help mitigate over-usage and 
expensive roaming charges.�

Reduce bill shock and gain peace of mind with 
roaming charges managed worldwide.

3 Mobile data SIMs

The 8 Steps To Building 
Your Mobile Service
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4 Mobile device rollout

The 8 Steps To Building 
Your Mobile Service

Purchasing new devices

With access to the world’s leading hardware 
providers, Arrow has your device requirements 
covered – from Apple to Android and mobiles to 
tablets.

Additionally, Arrow of fers all customers a 2 year 
warranty on mobile devices, which is notably double 
the of fering of the average Managed Service 
Provider when it comes to Apple devices in 
particular.

Disposing of old devices

The most responsible way for businesses to dispose 
of their old mobile devices is by recycling, which is 
why Arrow is proud to promote its Mobile Phone 
Recycling Scheme to all business mobile customers.

Through this scheme, companies can rid themselves 
of any old or broken devices, having their 
components be re-used in developing countries 
helping to improve and develop communications in 
these economies. Alternatively, handsets may be 
repaired and resold within the UK to reduce wastage.

All recycled or repaired handsets are subjected to a 
stringent 12 point test which includes erasing data 
and re-setting the default factory settings.
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Simplified & automated enrolment
�IT can automatically provision devices into MDM 

during setup – straight out of the box. This includes 

customising the onboarding experience to streamline 

the process for employees.

Higher levels of control�
We’ll unlock additional security configurations, 

non-removable MDM and software update 

management. Helping you access controls 

unavailable for other deployment models.

Flexible service models�
Talk to us about configuring devices for specific 

purposes within single apps. This can be deployed for 

specific roles, with shared devices for common tasks. 

Alternatively, for rugged devices and terminals out in 

the field.

Streamlining management�
Choose your control levels. For example, managing a 

subset of configurations and policies while restricting 

certain management tasks. Or remotely wiping entire 

devices and protecting personal data. 

Separating work & personal profiles�
We’ll help you support employees work/life balance, 

while protecting corporate data and reputation. Each 

platform of fers integrated options to manage, divert 

and mute calls, notifications and requests. 

Mobile employees can
of fer many benefits to a 
business, but it’s still vital that 
organisations have the means 
to monitor employee 
performance and manage their 
devices remotely. When BYOD 
policies are involved, it’s also important 
to consider the privacy of any personal 
data that may be stored on the device.

Arrow’s Mobile Device Management (MDM) 
solution is designed to suit a wide range of 
needs.  

Whatever your preference, or if you’d like 
recommendations, Arrow can help with…

The 8 Steps To Building 
Your Mobile Service

5 Mobile device management



Jamf gives businesses zero-day protection against 

enterprise-grade mobile attacks, as well as secure access 

to applications with proven tunnelling and encryption 

methods. Threat monitoring comes from 425 million global sensors to identify 

dangers such as man-in-the-middle attacks and apps or sites that leak Personally 

Identifiable Information (PII).�

IBM® MaaS360® Mobile Device Management helps 

businesses manage and secure endpoints, applications, 

content and data. Mobile threat defence and access controls protect corporate data 

and enable businesses to locate and wipe devices. With Unified Endpoint 

Management (UEM), MaaS360 supports large businesses BYOD and EMM. �

VMware Workspace™ ONE™ of fers a secure enterprise 

platform for delivering and managing any app on any 

device. This is done by integrating identity management, 

real-time application delivery and enterprise mobility 

management. Security is managed with a policy engine for conditional access.

Arrow’s mobile security vendors:

Mobile threats are now af fecting almost all 

businesses, with cyber criminals constantly 

adapting their attack techniques to keep pace with 

developing business and technology trends.

With so many organisations now relying on remote 

or hybrid working, employees are using their 

mobiles to communicate with colleagues and 

access network resources more and more 

frequently – and attackers are certainly taking 

advantage.

The main issue here is that many professionals still 

don’t treat mobile devices the same as they treat 

laptops or computers in the way that they protect 

and maintain them.

With Arrow’s mobile security solutions, businesses 

can keep their users safe from a list of mobile 

threats, including malware, phishing, trojans and 

man-in-the-middle attacks.

These mobile security products are designed for managing all endpoint devices. 

Satisfying both short-term and long-term requirements. There’s the immediate 

and multi-level protection from fast-evolving mobile threats. Along with 

strategy-oriented solutions that help businesses comply with data protection 

laws. Plus, the future-proofed systems to ensure you cope with ever-increasing 

data consumption rates. 

6 Securing your devices

The 8 Steps To Building 
Your Mobile Service
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Portal

No business wants to spend valuable employee time wading through pages of 
itemised billing – which is why Arrow of fers all of their customers access to their 
unique online billing platform – Insight. 

Insight empowers organisations to rapidly review and manage their entire 
telecoms estate, with online access to usage information on all products available 
from Arrow.  
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7 Managed service and portal

The 8 Steps To Building 
Your Mobile Service

Managed mobile services

Hidden costs are a significant challenge when it comes to business mobiles. This 
often refers mostly to the time and resources required to set up and configure 
mobile devices, as well as long-term management of the fleet. 

Organisations often overlook these costs during the initial stages of their business 
mobile plan, and soon enough find themselves with an IT team that are stretched 
thin – leaving them much more vulnerable to human error.

This is where managed mobile services can of fer significant assistance. Arrow can 
manage everything from rolling out new SIM cards, all the way to a complete 
managed service of devices and airtime. Giving internal teams the freedom to 
focus their attention on other areas of the business.



MDM and Security Platforms
Remote administration, user 

guides, maintenance and more.�

Devices
From configuration and activation to 

recycling and repairs.�

Reporting
Reporting on end user database usage, 

asset tagging, mobile device 

management, and more.

Connections
New connection activation and management 

to SIM swaps and number recycling.

An overview of the areas Arrow can manage: 

Troubleshooting
The managed service team will troubleshoot 

any network or device issues, using proven 

UK-based expertise to resolve issues.�

Outage alerts
Keeping businesses updated automatically, 

with SMS alerts for widespread outages until a 

resolution is reached. 

Hardware management
Managing businesses’ stock control, including 

replacement of faulty, lost or damaged devices. 

Database maintenance
Customer databases can be managed by Arrow, 

making sure that all numbers are allocated correctly.  

Activation support
Employees are supported with activation (and any 

troubleshooting) of their new handsets, ensuring 

calls and emails are activated as soon as needed.

Some of Arrow’s unique managed service options: 

7 Managed service and portal (cont.)

The 8 Steps To Building 
Your Mobile Service
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Mobile employees can
of fer many benefits to a 
business, but it’s still vital that 
organisations have the means 
to monitor employee 
performance and manage their 
devices remotely. When BYOD 
policies are involved, it’s also important 
to consider the privacy of any personal 
data that may be stored on the device.

Arrow’s Mobile Device Management (MDM) 
solution is designed to suit a wide range of 
needs.  

Whatever your preference, or if you’d like 
recommendations, Arrow can help with…

90%
of our time

is spent 
indoors

75%
of employees 
plan to adopt 

BYOD

60%
of users are 
unsatisfied 
with indoor 

connectivity

50%
less time on 

landlines 
since 2012

What are ‘Small Cells’?

Small cells make use of low-power, 
short-range wireless transmission 
systems (aka “base stations”) which 
cover local areas or small proximity 
indoor and outdoor spaces. This 
enhances the mobile network 
coverage in these areas – which is a 
notable challenge in densely 
populated city centres. 

Combine Freshwave small cell 
technology with Arrow expertise and 
you get full-service design, 
deployment and management of all 
the hardware you need. A seamless 
small cell service giving exceptional 
network coverage in your buildings.

8 In-building coverage

Freshwave operates 4.0k small cell nodes 
and is the only independent provider of 
small cell infrastructure in the UK. The 
company’s digital infrastructure is critical for 
the build-out of 5G in the UK.

Outdoor mobile signal is often unavailable indoors 
due to the remote location of buildings, or more 
often, the materials used to construct them. 

These materials will block, reflect or interfere with 
mobile signal, creating a significant challenge for 
businesses who depend on mobile communications.

The 8 Steps To Building 
Your Mobile Service
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Why Mobilise your 
workforce with

“We thoroughly enjoy and benefit 
from our collaboration with Arrow, 
and this project was one of the 
easiest and cost-effective we have 
implemented in my time at Novum 
Structures. 

The dedicated account management 
and online portal are incredibly useful 
and have been instrumental in the 
decision to sign the contract. 

We are very happy that our mobile 
fleet is being managed across 
security, upgrades and roaming, 
without taking up valuable staf f time.” 

- Novum Structures

Affordable, Flexible Plans
Competitively priced tariffs from market-leading network 

providers – giving you the best value plans for your budget.

 

Bespoke Managed Services
Every organisation’s requirements are unique, which is why we 

have options for offer services and support tailored to your 

requirements.

 

Mobile Security
Arrow’s mobile security offerings provide multi-level protection 

from mobile threats, data compliance and proactively manage 

increasing data consumption.

 

Mobile Device Management
MDM allows companies to simplify mobile administration 

processes and provides the visibility and control needed to 

properly ensure device performance and protection.

Business mobile solutions for productive companies

Wherever you need your workforce to add value or be operational, we can build a 
solution for you on your preferred device or platform.

With coverage across the UK's three key networks, bespoke tarif fing and a UK based 
team that has managed customer mobile fleets for 25+ years, Arrow can take the 
complexity out of managing your mobile fleet.



Registered Office
1st Floor, The Wharf, Abbey Mill Business Park, Lower Eashing, Godalming, GU7 2QN

0333 240 9880
info@arrowcommunications.co.uk

arrowcommunications.co.uk

25+ years selling and 
supporting business 

communications, �
connectivity and more.

Your trusted advisor for 
all �your IT, telecoms 

and �energy solutions.

Nationwide presence �with 
13 offices, enabling �us to 

offer local support �
wherever you’re operating.

Platinum or Gold �
accreditations in every �

major category we �
work in.

Your trusted partner for Connectivity, Collaboration, Cyber Security and Cloud & Infrastructure.

PLATINUM PARTNER

GOLD PARTNER
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Platinum Partner

PLATINUM
Partner

Microsoft
Partner

Gold


